DEPARTMENT OF THE NAVY
NAVAL HOSPI TAL

BOX 788250

MARI NE CORPS Al R GROUND COMVBAT CENTER

TWENTYNI NE PALMS, CALI FORNI A 92278- 8250 IN REPLY REFER TO
NAVHOSP29PALMSI NST 5239. 1
Code 0130

26 August 1997
NAVAL HOSPI TAL TWENTYNI NE PALMS | NSTRUCTION 5239.1

From Conmmanding O ficer, Naval Hospital Twentynine Pal ns
Subj : | NFORMATI ON SYSTEM SECURI TY (| NFOSEC) PROGRAM
Ref : (a) SECNAVI NST 5239. 3

1. Purpose. To direct this conmmand s | NFOSEC program per
reference (a).

2. Scope. Al conmmand information systens (IS), networks, and
conput er resources nust be protected. The policies defined in
reference (a) apply to the conmand | NFOSEC accreditation, |ife-
cycl e managenent, ri sk managenent, contingency planning, user
access, security application, and the formal witten appoi ntnent
of INFOSEC staff. This instruction applies to conmand personnel,
i ncludi ng contractors, who operate |ISs, networks, printing and

i magi ng equi pment, systens that are part of an IS, and any ot her
systens, whether local or renote, for which this command is
responsi ble. This includes joint services, other Departnent of
Navy (DoN) ISs, and | Ss resources operated but not owned by this
command, when security requirenents have not been specifi ed.

3. Program El enents. Per reference (a), the conmand | NFOSEC
programwi ||l contain the foll ow ng el enents:

a. All operating IS equipnment will be accredited or have an
interimauthority to operate.

b. The Chief, Bureau of Medicine and Surgery w || approve,
in witing, the authority to process classified information on
any |S equi pnent or any network after certification by Naval
Crimnal Investigative Service and Naval Electronic Security
Syst ens Engi neeri ng Conmand.

c. Cassified, privacy act, and sensitive data will be
pr ot ect ed.

4. Responsibilities

a. The Commanding O ficer (CO is responsible for certifying
that all systens neet and maintain prescribed security require-
ments and standards. The Oficer in Charge (O C) of each command
detachnment is responsible for determ ning that the systens at
their assigned detachnent neet and maintain all security
requi renents and standards. The CO has the final systens
certification authority.
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b. The COw Il appoint in witing a Security Mnager (SM
who serves as the Special Assistant for | NFOSEC

c. The SMwll:

(1) Facilitate the backup of all critical files and
provide for off-site storage. Directors will work closely with
the SMto identify all critical files.

(2) Test the command contingency plan, ensuring that any
contingencies do not inpede the information processing capability
under the authority of this command.

(3) Ensure procedures are in place to safeguard data from
| oss, corruption, or nalicious destruction.

d. Information Systens Security Manager (I1SSM is appointed
by the CO and advises the SMon all INFOSEC matters and is the
command’ s poi nt of contact (POC). The ISSMw I|:

(1) Develop and submt an organi zational Activity | NFOSEC
Pl an/ Activity Accreditation Schedule (Al P/ AAS); conplete a risk
assessnent; install appropriate and effective counterneasures;
and, develop and test the command's Security Test and Eval uation
Pl an and Conti ngency Pl an.

e. Network Security Oficer (NSO is appointed by the CO and
is responsible to the I SSM for inplenenting, maintaining, and
enforcing network security requirenents. The NSO is the POC for
network security issues. The NSO issues network security
requi renents, reviews network configuration changes, works
closely with |1 SSOGs, and coordi nates the subm ssion of accredi-
tation docunentation with the SSM The NSO ensures that
security is provided throughout the |ocal area network (LAN) and
its conponents.

f. Information Systens Security Oficer (1SSO. Each
Director and OC w Il select 1SSCs and the COw || appoint the
selected individuals. [|SSGCs ensure that security is provided for

and i npl enented throughout the Iife cycle of an information
resource and i nplenenting systemin the operational environnment.
| SSCs will:

(1) Serve as the POC for all Directorate | NFOSEC matters.

(2) Execute the INFOSEC programas it applies to the
assigned 1Ss including preparing and subm tting supporting
docunentation for the command's Accreditation package.

(3) Maintain an inventory of IS hardware, system software
rel eases, and major functional application systens.
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(4) Monitor IS activity, including identification of the
| evel s and types of data handl ed; assign passwords; and, review
audit trails and outputs to ensure conpliance with | NFOSEC
directives and procedures.

(5) Conduct and docunent a risk assessnment of IS
resources. Develop and annually test contingency plans. Contri -
bute to the INFOSEC I S pl ans.

(6) Supervise, test, and nonitor changes in the |ISs
af fecting the command and networ k | NFOSEC pr ogram

(7) Maintain a list of authorized users for each IS
ensuring an audit trail is kept for system access.

(8) At regular intervals scan systens for conputer virus
i nfections and report any infections to the | SSM

(9) Provide I NFOSEC awareness training in assigned area
of responsibility.

(10) Assist the ISSMwi th the | NFOSEC program

(11) Monitor 1S procurenents for security inpact to
ensure conpliance with security regulations and known security
requi renents.

g. The Termnal Area Security Oficer (TASO. Each D rector
and OCwll select TASGCs and the COw Il appoint the sel ected
i ndi viduals. The TASO assists the 1SSM and I1SSOwth the
| NFOSEC programas it relates to assigned termnals within a
specific environnment. TASGCs will:

(1) Ensure that | NFOSEC requirenents and count er measures
i ssued by the 1SSO to protect IS equipnment are in place and
operating effectively. This includes use of passwords for system
access, list of authorized users for each system an audit trail,
scanni ng systens for conputer viruses at regular intervals, and
reporting any conputer virus infections.

(2) Work closely with the 1 SSO, making reconmendati ons
for inproved termnal area security and the nmai ntenance of a high
| evel of | NFOSEC security awareness. Provide assistance to
ensure continued security for conmmand term nal areas.

(3) Brief and indoctrinate each term nal user on security
policies and procedures before their access to the system

(4) Establish and maintain a current |ist of al
authori zed term nal users to include nane, code, security
cl earance, and term nal and user identification codes.
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(5) Provide the ISSOw th a copy of the access |ist upon
initial installation of a term nal.

(6) Notify the 1SSO of sensitive but unclassified data
(Privacy Act, For Oficial Use Only, sensitive business, finan-
cial, and personnel) received that cannot be identified, contains
extraneous data, or is an unrequested out put.

(7) Participate in risk assessnents, contingency plan
testing, and security test and eval uation plan devel opnent, as
required.

Hera o
[
R S. KAYLER

Di stribution:
Li st A
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